ABSTRACT In this paper, we design a new collaboration interference (CI) transmission scheme for overlay cognitive full-duplex wireless wiretap networks, where a full-duplex secondary user utilizes the licensed spectrum to transmit the secondary information and uses the secondary signal as a special noise to help and protect the secure transmission of primary information in the presence of multiple passive eavesdroppers, simultaneously. Specifically, the full-duplex secondary user firstly uses the joint transmit antenna selection/maximal ratio combining (TAS/MRC) scheme to transmit the secondary information and receive the primary information at the same time. Then, the full-duplex secondary user utilizes a new interactive zero forcing beamforming (IZFB) algorithm to transmit the primary and secondary information without mutual interference simultaneously. For comprehensively analyzing the secure performance of the primary transmission, two eavesdropping modes, i.e., non-colluding eavesdropping (NCE) and colluding eavesdropping (CE) are considered. Based on the two modes, we derived the exact and asymptotic closedform expressions for secrecy outage probability (SOP) of the primary transmission. Furthermore, the effective throughput of secondary transmission is also derived. The results demonstrate that the proposed CIbased transmission scheme can simultaneously improve the secrecy performance of primary transmission and throughput of secondary transmission, and can further achieve better spectrum-and-energy efficiency than traditional overlay transmission.
by eavesdroppers. Thus, motivated by these observations, several works have investigated the information security of cognitive wireless wiretap networks [9] [10] [11] . In [12] , the authors proposed the transmit antenna selection/maximalratio combining (TAS/MRC) scheme to improve the secrecy performance of cognitive multiple-input multiple-output (MIMO) wiretap networks with outdated channel state information (OCSI) and derived the exact and asymptotic closedform expressions for secrecy outage probability (SOP). In [13] , the authors analyzed the impact of untrusted relays on the secrecy performance of cognitive wireless networks and compared the performance of three different scheduling schemes. Further, in [14] , the authors investigated the secrecy performance of cognitive relaying wiretap networks with correlated fading channels and analyzed the impact of channel correlation on the secrecy performance.
Recently, the cooperation jamming techniques have been extensively researched to further improve the security of wireless transmission [15] , in which a special noise signal is designed to interfere with the eavesdroppers [16] . In [17] , the authors proposed a new artificial-noise-aided transmission scheme to improve the secrecy performance of multi-antenna relaying wiretap networks. Then, in [18] , a full-duplex receiver was utilized to receive the useful information and transmit the artificial noise signal simultaneously, and two different reception schemes are also introduced to improve the secrecy performance of cognitive full-duplex wireless wiretap networks. Moreover, in [19] , the authors analyzed the impact of artificial noise on untrusted relay wiretap networks, derived the closed-form expressions for ergodic secrecy rate (ESR) and SOP, and further demonstrated that the ESR of proposed scheme is increased with the number of untrusted relays.
From the above observations, we can find that most of the published papers about the security of cognitive networks focused on the secrecy performance of secondary transmission, and ignored the security of primary transmission. In fact, the owner of the licensed spectrum is more vulnerable to the eavesdroppers and the information security of primary users is the first concern, which is more important than the information security of secondary users. However, the studies about information security of primary transmission in cognitive wireless wiretap networks are relatively few. On the other hand, the interference noise used to protect the information security is non-green, which consumes additional power and reduces the energy efficiency of the system. It's worth noting that the principle of overlay cognitive radio technology is to try to achieve a win-win effect through the cooperation between the primary and secondary users. Thus, based on these characters, we propose a new collaboration interference (CI) secure transmission scheme for overlay cognitive fullduplex wireless wiretap networks to improve the secrecy performance of primary transmission and the effective throughput of secondary transmission simultaneously. In the system, a full-duplex secondary transmitter can safely forward the primary message in the presence of multiple passive eavesdroppers. We assume that the eavesdroppers are only interested with the primary information, while the secondary signal is seen as noise at the eavesdroppers. 1 The total transmission includes two phases. In order to confuse the eavesdroppers and also improve the throughput of secondary transmission, in the first phase, the full-duplex secondary transmitter sends the secondary information through TAS scheme while receiving the primary information by MRC scheme. Then, in the second phase, the secondary transmitter utilizes a new interactive zero forcing beamforming (IZFB) scheme to send the primary and secondary information simultaneously without mutual interference, in which the primary and secondary users can only receive their own information. In addition, we also assume that the primary user and the secondary user adopt different codebooks (called randomand-forward, RaF) to transmit the signals so that the signals transmitted from the primary and secondary transmitters cannot be jointly processed at the eavesdroppers [20] , [21] . In order to analyze the system performance more comprehensively, we consider two eavesdropping modes, i.e., noncolluding eavesdropping (NCE) and colluding eavesdropping (CE), respectively. The main contributions of our work are summarized as follows:
• We derive the exact closed-form expressions for secrecy outage probability of primary transmission with noncolluding eavesdropping and colluding eavesdropping modes, respectively. These expressions provide us an effective way to analyze the impact of key parameters on the secrecy performance of primary transmission.
• We further derive the simple and valuable asymptotic expressions for the secrecy outage probability of primary transmission with NCE and CE modes to achieve more deep insights, i.e., the achievable secrecy diversity order and the secrecy coding gain. From the expressions, we can find that the secrecy diversity order is only decided by the antenna number used for primary transmission in the second phase. Moreover, though the number of eavesdroppers has no impact on the secrecy diversity order, it will influence the secrecy coding gain in both the two eavesdropping modes.
• For the secondary transmission, we derive the exact closed-form expression for effective throughput to analyze the impact of the proposed scheme on the performance of secondary transmission.
• Numerical results verify the correctness of all the analytical derivations. The results demonstrate that compared with the non-colluding eavesdropping, the colluding eavesdropping can no longer strengthen the wiretap effect in the presence of interference. In addition, the CI-based transmission scheme can achieve better performance than traditional overlay transmission in terms of 1 Due to the fact that the primary users own the spectrum source, which also means that the information transmitted by the primary user is more important than the information transmitted by the unlicensed users. Thus, we assume that the eavesdroppers will be more interesting with the primary transmission information. simultaneously improving the security of primary transmission and effective throughput of secondary transmission, and can further effectively improve the energy efficiency and spectrum efficiency of the considered system, respectively.
II. SYSTEM MODEL
Let us consider an overlay cognitive radio network as shown in Fig. 1 , which includes a primary transmitter P, a primary receiver D, a full-duplex secondary transmitter S, a secondary receiver U, and M eavesdroppers e l (1 ≤ l ≤ M ). The primary transmitter P and the secondary transmitter S are equipped with N P and N S antennas, respectively, and all the other nodes have only one antenna. On one hand, due to the limited transmission coverage, the primary transmitter P cannot directly communicate with the primary receiver D, and needs the secondary transmitter S for assistance as a relay. On the other hand, the secondary transmitter S, which does not have any licensed spectrum resource, also needs the spectrum source of P to transmit its own information. The scenario is particularly relevant to the device-to-device (D2D) communication system, where the D2D users can help the primary station transmit information to the mobile user and as a reward, the primary station also share the spectrum resource with the D2D users for their own communication [22] [23] [24] [25] . The eavesdroppers, which are only interested with the primary information, are distributed randomly in the area and can passively overhear the signal transmitted from both P and S. Moreover, considered the impact of co-channel interference between adjacent networks, we assume that the total transmit power is limited by P in the transmission process [19] .
In the network, all the channels are assumed to experience quasi-static independent and non-identical Rayleigh fading, which means that the channels remain constant during a total block time [26] . Moreover, we assume the CSIs for primary and secondary information transmit channels are available for the design of the CI-based transmission scheme, which can be achieved in practice by traditional channel pilot estimation methods. 2 In addition, since the eavesdroppers are passive, 2 In this paper, we mainly focus on evaluating the impact full-duplex technique on the system performance and the detailed analysis about the CSI feedback mechanisms is beyond the scope of this article.
we assume the CSIs of eavesdropping channel cannot be known by the primary and secondary nodes like [18] and [19] .
The total transmission includes two phases as shown in Fig. 1 . In the first phase, the primary transmitter P and the secondary transmitter S both utilize TAS 3 to select the optimal antennas i * (1 ≤ i ≤ N P ) and j * (1 ≤ j ≤ N S ) to transmit the primary information and secondary information to S and U, respectively. At the same time, S uses the additional (N S − 1) antennas to receive the primary information from P with MRC scheme. 4 Thus, the received instantaneous signal interference noise ratio (SINR) at S and U can be presented as
and
where P is the total transmit power, µ 1 is the power coefficient, σ 2 is the noise variance, h P i * S is the 1 × (N S − 1) channel vector between the i * antenna at P and the remaining (N S − 1) antennas at S with mean 0 and variance λ PS , h SS is the 1 × (N S − 1) self-interference channel vector at S with mean 0 and variance λ SS , after self-interference cancellation.
is the channel gain between the j * antenna at S and U with mean λ SU and h P i * U 2 is the channel gain between the i * antenna at P and U with mean λ PU . Moreover, the instantaneous SINR at the eavesdropper e l can be presented as
where h P i * e l1 2 is the channel gain between the i * antenna at P and the lth eavesdropper with mean λ Pe and h S j * e l1 2 is the channel gain between the j * antenna at S and the lth eavesdropper with mean λ Se .
In the second phase, to exploit the advantage of multiple antennas and minimize the co-interference between the primary signal and the secondary signal as possible, we design a new IZFB transmission scheme in this paper, in which L antennas at N S are allocated to transmit the weighted primary information and the remaining (N S − L) antennas are allocated to transmit the weighted secondary information.
The weighted vector w ZF can be defined as 5
where w ZF1 and w ZF2 meet
In addition, the instantaneous SINR at the eavesdropper e l can be presented as
where h S i e l is the channel coefficient between the ith antenna at S and the lth eavesdropper with mean 0 and variance λ Se . Now, according to [34] , the achievable secrecy rate of primary information and the achievable rate of secondary information in the first and second phases of overlay cognitive 5 The antenna configuration should meet the requirements that L ≥ 2 and
wireless wiretap networks can be expressed as
where i ∈ {1, 2} represents different transmit phases, and γ Ei represents the received comprehensive instantaneous SINR at the eavesdroppers.
III. SECRECY OUTAGE PROBABILITY OF PRIMARY TRANSMISSION
In this section, we investigate the secrecy outage performance of primary transmission with two eavesdropping modes in overlay cognitive full-duplex wireless wiretap networks. According to the definition of RaF scheme [21] , the SOP expression can be expressed as
where R s is the secrecy rate threshold. We next present the detailed analysis of secrecy outage performance of primary transmission with NCE and CE modes, respectively.
A. NON-COLLUDING EAVESDROPPERS
For the NCE mode, the eavesdroppers adopt the selection combining (SC) scheme and select the optimal received signal for wiretap. Thus, the received comprehensive instantaneous SINR at eavesdroppers in the two phases can be presented as
where max (·) is a function, which is utilized to select the maximal received SINR at the eavesdroppers. Then, the probability density function (PDF) of γ NCE E1 and γ NCE E2 can be expressed as the following lemmas, respectively. Lemma 1: The PDF of γ E1 is given by
where
and β Se =
Lemma 2: The PDF of γ E2 is given by
where β Se1 = µ 2 λ Se P σ 2 . Proof: Since the IZFB scheme is designed based on the main channels, the received signal at eavesdroppers is just an ordinary superposed signal from S. Thus, the PDFs
both obey the exponential distribution with means µ 2 λ Se and (1 − µ 2 ) λ Se , respectively.
Finally, similar to the proof of Lemma 1, the PDF of γ NCE
E2
can be derived after simple mathematical manipulations.
1) EXACT SECRECY OUTAGE ANALYSIS
We provide the secrecy probability of primary transmission for the two phases in the following theorems, respectively.
Theorem 1: The exact secrecy probability of primary transmission in the first phase with non-colluding eavesdroppers can be presented as
Theorem 2: The exact secrecy probability of primary transmission in the second phase with non-colluding eavesdroppers can be presented as
where β SD = 
Then, armed with (17) and (20), the secrecy probability of primary transmission in the second phase can be obtained similar with the proof of Theorem 1.
Finally, by substituting (18) and (19) into (13), the exact closed-form SOP of primary transmission in the presence of non-colluding eavesdroppers can be easily derived.
2) ASYMPTOTIC SECRECY OUTAGE ANALYSIS
Though the exact closed-form expression for SOP has been obtained, it's not easy to explore the impact of key parameters on the secrecy performance of primary transmission. Therefore, in order to achieve more deep insights, we turn our attentions into the asymptotic secrecy outage analysis in high SNR regimes, i.e., β PS → ∞ and β SD → ∞. We have obtained the asymptotic SOP expression as the following corollary.
Corollary 1: The asymptotic secrecy outage probability of primary transmission in the presence of non-colluding eavesdroppers can be expressed as
where 1 is given by
Proof: See Appendix C.
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Remark 1: From the asymptotic SOP expression of primary transmission in the presence of non-colluding eavesdroppers, we can find that the secrecy diversity order is only decided by the antenna number L, which is used for primary transmission in the second phase, and the antenna numbers of primary transmitter P and secondary transmitter S both have no impact on the asymptotic secrecy performance of primary transmission in high SNR regimes. In other words, the secrecy performance of primary transmission is entirely up to the performance of primary transmission in second phase in high SNR regimes. Moreover, we can also find that even though the number of eavesdroppers has no impact on the secrecy diversity order, it can influence the secrecy performance through secrecy coding gain.
B. COLLUDING EAVESDROPPERS
For the CE mode, the eavesdroppers can share the information with each other and adopt the MRC scheme to enhance the intercept probability [36] . Thus, the received instantaneous SINR at eavesdroppers can be expressed as
where h P i * e and h S j * e are the composite 1 × M channel vectors of the primary and secondary signals received at the eavesdroppers in the first phase, h P S L e and h S S N S −L e are the composite 1 × M channel vectors of the primary and secondary signals received at the eavesdroppers in the second phase. 6 Then, we present the PDFs of γ CE E1 and γ CE E2 in the following lemmas.
Lemma 3: The PDF of γ CE E1 can be presented as
Proof: See Appendix D. 6 In the second transmission phase, the received signal at the eavesdropper, i.e., e l , is just a superimposed signal, hereby the channel fading coefficients of the primary information and secondary information for each eavesdropper e l can be equivalent to 
The proof is similar with Lemma 1.
1) EXACT SECRECY OUTAGE ANALYSIS
Armed with Lemma 3 and Lemma 4, we will present the secrecy probability expressions of primary transmission for the two phases in the following theorems.
Theorem 3: The exact secrecy probability of primary transmission in the first phase with colluding eavesdroppers can be presented as (27) (27) and (28) into (13), the exact SOP expression for primary transmission with colluding eavesdroppers can be obtained.
2) ASYMPTOTIC SECRECY OUTAGE ANALYSIS
In order to achieve more deep insights about the impact of key parameters on the secrecy performance of primary transmission with colluding eavesdroppers, we then present the asymptotic SOP expression in the following corollary.
Corollary 2: The asymptotic secrecy outage probability expression of primary transmission with colluding eavesdroppers can be presented as
where 2 is given by
Proof: The proof is similar with Corollary 1.
VOLUME 7, 2019
Pr
Remark 2: Similar to the NCE mode, the secrecy diversity order 7 is just decided by the antenna number for primary transmission in the second phase, and the number of eavesdroppers has no impact on the secrecy diversity order even though the eavesdroppers can share the information with each other.
IV. THROUGHPUT OF SECONDARY TRANSMISSION
In this section, we investigate the effective throughput of secondary transmission in overlay cognitive full-duplex wireless wiretap networks. We define the effective throughput of secondary transmission as
where R t is the connect rate threshold. Then, we will present the exact expression for the effective throughput of secondary transmission in the following theorem.
Theorem 5: The effective throughput of secondary transmission in overlay cognitive full-duplex wireless wiretap net- 7 The secrecy diversity order is defined as d secrecy = − lim β SD →∞ log(P out ) log(β SD ) , which has been widely used as an important performance criteria in PLS [18] , [37] , [38] .
works can be presented as
Proof: See Appendix E. Remark 3:
Given the equation (32) , it must exist an optimal R t to make the effective throughput maximal. The design problem can be formulated as
On account of that the explicit expression for R t is intractable, the optimal solutions will be evaluated through numerical simulations in Section V.
V. NUMERICAL RESULTS
In this section, numerical results are presented to evaluate the impacts of system parameters on the secrecy VOLUME 7, 2019 FIGURE 2. Secrecy outage probability of primary transmission versus P for different N P and N S with L = 2 and M = 2. performance of primary transmission and efficiency of secondary transmission. Unless other stated, the transmit power is set to be P = 10dB, the secrecy rate threshold is set to be R s = 1bit/s/Hz, the power coefficients in the two phases are µ 1 = µ 2 = 0.5, the variances of information transmission channels are set to be 2, the variances of wiretap and interference channels are set to be 1 and the noise variance is σ 2 = 1. Moreover, considered the well self-interference suppression, the variance of self-interference channel is set to be 0.01. From the figures, we observe that the Monte-Carlo simulation results are in exact agreement with the analytical expressions, which also demonstrates the correctness of our derivations.
Figs. 2 and 3 illustrate the exact secrecy outage probability of primary transmission versus the transmit power P with different antenna configurations. From the two figures, we can find that the secrecy performance becomes better and better with the increase of transmit power P. Moreover, although the antenna numbers of primary transmitter P and secondary transmitter S, i.e., N P and N S , can influence the secrecy performance of primary transmission, the effect is very little. The decisive parameters that influence the secrecy performance of primary transmission are the antenna number L used for primary information transmission in the second phase and the number of eavesdroppers M . In addition, it's worth highlighting that the secrecy performance of primary transmission with CE mode is superior to that with NCE mode under the same conditions, which demonstrates that the colluding mode can no longer improve the wiretapping capability in the presence of interference. It's due to the fact that when the eavesdroppers try utilizing the MRC scheme to combine the wiretap signals and improve the wiretap effect, the interference signals are also be enhanced and then the combined received SINR with CE mode will be worse than the optimal received SINR with NCE mode. 8 Fig . 4 shows the asymptotic secrecy outage probability for different L and M . In accordance with Corollary 1 and Corollary 2, the achievable secrecy diversity orders with both NCE and CE modes are only affected by the antenna number L, which also explains that why the antenna number L has a key impact on the secrecy performance in Fig. 3 . Moreover, although the eavesdropper number M has no impact on the secrecy diversity order, it can influence the secrecy performance through secrecy coding gain. Furthermore, it's worth highlighting that in NCE mode, the impact of eavesdroppers' number on the secrecy performance of primary information is negative. On the contrary, the impact of eavesdroppers' number become positive in the CE mode, which further demonstrates that the CE mode cannot improve the wiretapping capability in the presence of interference. In addition, as can be expected, the exact and asymptotic analytical results are in exact agreement with the simulation results in high SNR regime, which demonstrates the correctness of our theoretical analysis.
Figs. 5-7 analyze the impacts of power efficients, i.e., µ 1 and µ 2 , on the secrecy performance of primary transmission 8 It can be easily explained that assuming that two fractions b a and d c are both larger than 0, where a, b, c and d are all positive numbers, then we can easily derive that b+d a+c < max b a , d c . from different angles. 9 As can be seen that the antenna number of primary transmitter N P and the antenna number L used for primary information transmission in the second phase 9 For easier analysis, we select µ 1 = [0.05, 1] and µ 2 = [0.05, 1] as the candidate interval. have important impacts on the secrecy performance of primary transmission in the first and second phases, respectively. However, the secrecy performance of the second phase plays the decisive role on the secrecy performance of total transmission, which also explains that why the antenna number N P has little impact on the secrecy performance of primary transmission in Fig. 2 . In addition, due to the fact that the secondary transmitter S utilizes a new IZFB scheme to eliminate the mutual interference between the primary and secondary signals, which also weakens the performance of primary transmission to some extent. Thus, the secrecy performance in second phase is significantly worse than that in first phase. Moreover, we can also find that there exist the optimal µ 1 and µ 2 to make the secrecy performance of primary transmission best, and the optimal values are both less than 0.5, which means that more power will be used to improve the information throughput of secondary transmission.
Figs. 8 and 9 show the performance comparison of the CI-based overlay transmission and traditional overlay transmission 10 in terms of the SOP of primary transmission and effective throughput of secondary transmission. From  Fig. 8 , we can see that the secrecy performance of CI-based overlay transmission is always better than traditional overlay transmission. Moreover, from Fig. 9 , we can find that the effective throughput of secondary transmission declines with the increase of L. It's due to the fact that the bigger the L, the less the antenna number used for secondary transmission in the second phase, which will in turn influence the effective throughput of secondary transmission. However, it's worth highlighting that even though in the worst case, i.e., L = 4 and only two antennas are used for secondary transmission, the effective throughput of secondary transmission with CI-based transmission scheme is still higher than that with traditional overlay transmission for α = 0.6. In fact, in traditional overlay transmission, the time fraction for primary transmission is usually higher than 0.6. In addition, the CI-based overlay transmission scheme does not need any additional power to protect the information security of primary transmission, which will further improve the energy efficiency. Therefore, we can conclude that the CI-based overlay transmission scheme is superior to the traditional overlay transmission.
VI. CONCLUSIONS
In this paper, we proposed a new CI-based transmission scheme to simultaneously improve the secrecy performance of primary transmission and effective throughput of secondary transmission in overlay cognitive full-duplex wireless wiretap networks. In order to analyze the performance of the proposed scheme, we first derived the exact and asymptotic expressions for secrecy outage probability with both NCE and CE modes, respectively. Further, the effective throughput of secondary transmission was also presented. Finally, we utilized the numerical simulations to verify the correctness of all the derivations and compared with the traditional overlay transmission scheme. The results demonstrate that the proposed CI-based transmission scheme is superior to the traditional overlay transmission scheme in terms of simultaneously improving the security of primary transmission and effective throughput of secondary transmission, and can also effectively improve both the energy efficiency and spectrum efficiency of the considered system.
APPENDIX

A. PROOF OF LEMMA 1
In order to get the PDF of γ NCE E1 , we firstly focus on the cumulative distribution function (CDF) of γ NCE E1 . 10 In traditional overlay transmission scheme, the secondary transmitter firstly help the information transmission of primary users as a relay, and then utilizes the remaining spectrum resource to transmit its own information. In the simulation, we assume that the secondary transmitter utilizes TAS to transmit its own information and α represents the time fraction of primary transmission.
According to (14) , the CDF of γ NCE E1 can be expressed as
Due to the fact that the optimal antennas i * and j * are selected only based on the main channels, thus they correspond to random antennas for the eavesdroppers. Let g Pe l1 = h P i * e l1 2 and g Se l1 = h S j * e l1 2 . Thus, the PDF of g Pe l1 and g Se l1 can be presented as
By substituting (35) and (36) into (34), we can get the exact expression for the CDF of γ NCE E1 as
To this end, the PDF of γ NCE E1 as (16) can be obtained by taking a simple mathematical manipulations.
B. PROOF OF THEOREM 1
According to [35] , the CDF of γ PS =
can be expressed as
Moreover, based on the principle of MRC, the PDF of
can be presented as
Then, combined with (38) and (39) , the CDF of γ S can be derived as
The secrecy probability of primary transmission in the first phase can be presented as
Substituting (16) and (40) into (41), the secrecy probability of primary transmission in Eq. (41) can be further transferred as (42) , as shown at the top of the next page, where [42] .
To this end, substituting (46) into (42), the exact secrecy probability of primary transmission in the first phase shown in (18) can be obtained after simple manipulations.
C. PROOF OF COROLLARY 1
The SOP expression in (13) can be represented as
In high SNR regimes, the CDF of γ PS can be approximated as .
Then, the CDF of γ S can be re-expressed as 
Also, the PDF of γ NCE E1 can be presented as
(−1) .
Thus, armed with (49) and (50), the CDF of C s1 can be presented as 
As β SD → ∞, the PDF of γ D can be approximated as
In addition, the PDF of γ NCE E2 is expressed as .
Thus, similar to (51), the CDF of C s2 can be presented as 
In the second phase, (N S − L) antennas are utilized to transmitted the secondary information with ZFB scheme. Thus, the CDF of γ U2 can be presented as
Then, similar to (62), the connect probability of second phase can be derived as
Finally, substituting (62) and (64) into (31) , the effective throughput of secondary transmission can be obtained after simple mathematical manipulations.
